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1.  About this policy
1.1 This policy is in place to minimise the risks to Alternative Construction (ACE) through use of social media.

1.2 This policy deals with the use of all forms of social media, including Facebook, Twitter,
Whatsapp, Snapchat, Instagram, LinkedIn and all other social networking sites, internet
postings, blogs and chat apps. It applies to the use of social media for business purposes as
well as personal use that may affect ACE in any way.

1.3 This policy covers all employees, consultants, contractors, officers, volunteers, causal
workers, agency workers, trustees, members and governors.

1.4 This policy ensures ACE maintains their duty to safeguard children, the reputation of the organisation and those who work for it and the wider community.

1.5 This policy does not form part of any employee’s contract of employment and we may
amend it at any time.

1.6 References to “learners” throughout this policy shall mean learners other than the staff
members own child or relation.

2. Personnel responsibility for implementing the policy
2.1 ACE has overall responsibility for the effective operation of this policy, but have delegated day to day responsibility for its operation to the Leadership Team and specific members of staff.

2.2 Responsibility for monitoring and reviewing the operation of this policy and making
recommendations for change to minimise risks lies with the Leadership Team, who will review this policy annually to ensure that it meets the legal requirements and reflects best practice.

2.3 The Leadership Team have a specific responsibility for operation within the boundaries of this policy, ensuring that all staff understand the standards of behaviour expected of them and taking action when behaviour falls below its requirements.

2.4 All staff are responsible for the success of this policy and should ensure that they take the time to read and understand it. Any misuse of social media should be reported to the Director. Questions regarding the content or application of this policy should also be directed to the Director.

3. Compliance with related policies and agreements
3.1 Social media should never be used in a way that breaches any of our other policies.  If an internet post would breach any of our policies in another forum, it will also breach them in an online forum. For example, you are prohibited from using social media to:

(a) breach our ICT policies and procedures;
(b) breach our Staff Code of Conduct;
(c) breach our Disciplinary Policy or procedures;
(d) breach our Anti-bullying and Harassment Policy;
(e) breach our Equal Opportunities Policy;
(f) breach our Data Protection Policy (for example, never disclose personal information about a colleague or learner online);
(g) breach any other laws or regulatory requirements.

3.2 Staff who breach any of the above policies will be subject to disciplinary action up to
and including the termination of employment.

3.3 Staff should never provide references for other individuals on social or professional
networking sites as such references, positive and negative, can be attributed to the
organisation and create legal liability for both the author of the reference and the
organisation.

3.4 Staff must make themselves aware of and act in accordance with their duties under
the DfE statutory guidance Keeping Children Safe in Education 2021 as these relate to:
· their own on-line activity
· the on-line activity of learners and other colleagues and
· information of which they become aware on-line including their duties relating to Children Missing from Education, Child Sexual Exploitation, FGM and Preventing Radicalisation (Prevent).

4. Personal use of social media
4.1 Occasional personal use of social media during working hours is permitted so long as it does not involve unprofessional or inappropriate content, does not interfere with your employment responsibilities or productivity and complies with this policy.

4.2 You must avoid making any social media communications that could damage our business interests of reputation, even indirectly.

4.3 You must not use social media to defame or disparage us, our staff, learners, parents/carers or any third party; to harass, bully or unlawfully discriminate against
learners, parents/carers, staff or third parties; to make false or misleading statements; or to impersonate colleagues or third parties.

4.4 You must not express opinions on our behalf via social media, unless expressly authorised to do so by your manager. You may be required to undergo training in order to obtain such authorisation.

4.5 You must not post comments about sensitive business-related topics, such as our performance, or do anything to jeopardise our confidential information and intellectual property.

4.6 You must not accept learners or their parents/carers as friends or use social media
to send any personal messages to them directly or indirectly – personal communication could be considered inappropriate and unprofessional and may put you and/or your colleagues vulnerable to allegations.

4.7 You are strongly advised not to be friends (on or offline) with recent learners (the potential for colleagues at ACE to be compromised in terms of content and open to accusations makes the risk not worth taking) and colleagues at ACE are also strongly advised not to be friends with learners at other schools (on or offline) as this is likely to make them vulnerable to allegations and may be open to investigation by ACE or police. Where a colleagues considering not following this advice, they are required to discuss the matter, and the implications with the Director or designated safeguarding lead.

4.8 You must not share any personal information with any learner (including personal
contact details, personal website addresses/social networking site details) and ensure good safeguarding practice.

4.9 Caution is advised when leaving work colleagues to be “friends” in a personal social
networking sites. Social networking sites blur the line between work and personal lives and it may be difficult to maintain professional relationships or it might be just too embarrassing if too much personal information is known in the work place.

4.10 You must not post or share photographs of learners under any circumstances.

4.11 Any misuse of social media should be reported to the Director.

5. Guidelines for responsible personal use of social media
5.1 You should make it clear in social media postings, or in your personal profile, that you are speaking on your own behalf. Write in the first person and use a personal email address.

5.2 You must be conscious at all times of the need to keep your personal and professional lives separate. You should not put yourself in a position where there is a conflict between your work for ACE and your personal interests.

5.3 Be respectful to others when marking any statement on social media and be aware that you are personally responsible for all communications which will be published on the internet for anyone to see.

5.4 If you disclose your affiliation with us on your profile or in any social media platform or postings, you must state that your views do not represent those of your employer. You should also ensure that your profile and any consent you post are consistent with the professional image you present to ACE community and colleagues.

5.5 If you are uncertain or concerned about the appropriateness of any statement or posting, refrain from posting it until you have discussed it with a member of the Leadership Team. 

All communication via social networking sites should be made with the awareness that anything said, shown or received could be made available, intentionally or otherwise, to an audience wider than that originally intended (social networking sites are public forums). You are strongly advised, in your own interests, to take steps to ensure as far as possible that their on-line personal data is not accessible to anybody who they do not want to have permission to access it. For example, you are strongly advised to check the security and privacy settings of any social media platform you subscribe to and set these to maximum and, where relevant use strong passwords and change them regularly. 

5.6 For further information about the safe, secure and proper use of the internet, please
see ACE’s E-Safety policy 

5.7 For further information about the safe, secure and proper use of social media and
networking sites, please see https://www.childnet.com/ufiles/Social-Media-Guideteachers-and-professionals.pdf

5.8 If you see social media content that disparages or reflects poorly on us, you should
contact a member of the Leadership Team or Director.

6. Business use of Social Media
6.1 There are many legitimate uses of social media within the curriculum and to support
learner learning. For example, tutors within ACE may use social media to enhance and
develop learners’ learning.

6.2 There must be a strong pedological or business reason for creating official school
social media sites. Staff must not create sites unnecessarily or for trivial reasons which could expose ACE to unwelcome publicity or cause reputational damage. As a guideline, we would expect accounts to be limited to just one account and one individual account per social media provider if possible. Staff should remember that the greater the number of accounts the greater the risk to ACE of those accounts being “hacked.”

6.3 When using social media for educational purposes, the following practices must be
observed:
(a) Staff should set up a distinct and educational social media site or account for
educational purposes. This should be entirely separate from any personal social media accounts held by that member of staff, and ideally should be linked to an
official ACE email account;

(b) The URL and identity of the site should be notified to the appropriate Director before any account is activated;

(c) The current password or log in details for all social media accounts must be
provided to IT who will retain a record of such information;

(d) The content of any ACE sanctioned social media site should be solely professional and should reflect well on ACE;

(e) Staff must ensure that ACE has parent/carer consent to use, post or publish a photograph or video image of the learner. Please see paragraph 7 below in a respect of parent/carer consent;

(f) Staff must ensure that they do not identify a learner using their full name. Only
first/forenames or initials may be used;

(g) Care must be taken that any links to external sites form the account are appropriate and safe;

(h) Any inappropriate comments on or abuse of ACE sanctioned social media should immediately be removed and reported to a member of the Leadership Team;

(i) Staff should not engage with any direct messaging of learners through social media where the message is not public;

(j) Staff should not seek to view/link up with view learner accounts. For example, in the case of a Twitter staff should not “follow back” those who follow, share or like ACE comments/posts.

6.4 The failure to follow rules set out in clause 6.3 may give rise to disciplinary action.

6.5 The use of social media for business purposes is subject to the remainder of this policy.

6.6 The permission of parents/carers will be sought, prior to event, when photographs and video images of their child are intended for ACE related purposes. ACE will not use unless consent is granted.

7. Parent/Carer consent
7.1 The permission of parents/carers will be sought, prior to event, when photographs and video images of their child are intended for ACE related purposes. ACE will not use unless consent is granted.

7.2 The Director will requires oversight of obtained consents prior to any event involving filming or photography and a list of those parents/carers who have objected to or who have placed any restrictions or limitations on the use of images of their child. 

Staff should familiarise themselves with the names of learners on that list. It is a disciplinary offence to use, post or publish a photograph or video image of a learner contrary to the instructions of their parent/carer.

8. Monitoring
8.1 We reserve the right to monitor, intercept and review, without further notice, staff
activities using our IT resources and communications systems, including but not limited to social media postings and activities, to ensure that our rules are being compiled with and for legitimate business purposes and you consent to such monitoring by your use of such resources and systems.

8.2 In the event of any member of staff noticing anything detrimental to the reputation of ACE they should not reply in person but immediately pass on the information to the Leadership Team/Director.

9. Recruitment
9.1 We may use social media to advertise vacancies within ACE. Such advertisements will be prepared and posted by ACE.

10. Breach of this policy
10.1 Breach of this policy may result in disciplinary action up to and including dismissal.  Any member of staff suspected of committing a breach of this policy will be required to co-operate with our investigation, which may involve handing over relevant passwords and log in details.

10.2 You may be required to remove any social media content that we consider to constitute a breach of this policy. Failure to comply with such a request may result
in disciplinary action.



Alternative Construction Education Online Safety 

Management and online safety
[bookmark: _Hlk114139672]The Alternative Construction Education’s Leadership team is responsible for determining, evaluating and reviewing e-safety policies to encompass teaching and learning, use of IT equipment and facilities by learners, staff and visitors, and the agreed criteria for acceptable use by learners, staff and others of Internet capable equipment for ACE related purposes or in situations which will impact on the reputation of the ACE, and/or on ACE premises.

· The online safety policy is a result of a continuous cycle of evaluation and review based on new initiatives, and partnership discussion with stakeholders and outside organisations; technological and Internet developments, current government guidance and ACE related online safety incidents. 

The policy development cycle develops good practice within the curriculum and wider pastoral curriculum. Regular assessment of strengths and weaknesses help determine provision for staff and the Leaership and guidance provided to parents, learners and local partnerships.

· online safety provision is always designed to encourage positive behaviours and practical real world strategies for all members of ACE’s community.

· The Leadership team is encouraged to be aspirational and innovative in developing strategies for online safety provision.

The online safety Coordinator:
ACE has a designated online safety Coordinator, Bing Findlater

· The online safety coordinators are responsible for online safety issues on a day to day basis and also liaises with LA contacts, filtering and website providers and ACE’s  ICT support.

· The online safety coordinator maintains a log of submitted online safety reports and incidents.

· The online safety coordinator audits and assesses requirements for staff, support staff and others online safety training, and ensures that all staff are aware of their responsibilities and the ACE’s online safety procedures. The coordinator is also the first port of call for staff requiring advice on online safety matters.

· Although all staff are responsible for upholding the school online safety policy and safer Internet practice, the online safety Coordinator, the Leadership team and ICT support are responsible for monitoring Internet usage by learners and staff, and on ACE machines, such as laptops.

· The online safety Coordinator is responsible for promoting best practice in online safety within the wider ACE community, including providing and being a source of information for parents and partner stakeholders.

The online safety coordinator (along with IT support) should be involved in any risk assessment of new technologies, services or software to analyse any potential risks

Leadership team’s responsibility for online safety:
At least one member of the Leadership team is responsible for online safety, and the online safety Coordinator will liaise directly in regard to reports on online safety effectiveness, incidents, monitoring, evaluation and developing and maintaining links with local stakeholders and the wider ACE community. The online safety coordinator will be responsible for auditing Leadership Team’s online safety training requirements.

ICT support and external contractors:
External ICT support staff and technicians are responsible for maintaining the ACE’s networking, IT  infrastructure and hardware. They are aware of current thinking and trends in IT security and ensure  that the system, particularly file-sharing and access to the Internet is secure. They further ensure that all reasonable steps have been taken to ensure that systems are not open to abuse or unauthorised external access, with particular regard to external logins and wireless networking.

· Supporting staff maintain and enforce the ACE’s password policy.

· External contractors, such as VLE providers, website designers/hosts/maintenance contractors are made fully aware of and agree to the ACE’s online safety Policy. 

Staff:
· All staff need to ensure that they are aware of the current online safety policy, practices and associated procedures for reporting online safety incidents.

· Teaching and teaching support staff will be provided with online safety induction as part of the overall staff induction procedures.

· All staff need to ensure that they have read, understood and signed (thereby indicating an agreement) the Acceptable Use Agreement relevant to Internet and computer whilst at ACE.

· All staff need to follow ACE’s social media policy, in regard to external off-site use, personal use (mindful of not bringing ACE disrepute), possible contractual obligations, and conduct on Internet school messaging or communication platforms, for example email, VLE messages and forums and ACE’s website.

· All staff need to rigorously monitor learner Internet and computer usage in line with the policy. This also includes the use of personal technology such as cameras, phones and other gadgets on site.
· Staff should promote best practice regarding avoiding copyright infringement and plagiarism.

· Be aware of online propaganda and help learners with critical evaluation of online materials.

· Internet usage and suggested websites should be pre-vetted and documented in lesson planning.

Staff Use of Personal Devices
· Staff are not permitted to use their own personal phones or devices for contacting children, young people and their families within or outside of the setting in a professional capacity.

· Staff will be issued with a school phone where contact with learners or parents/carers is required.

· Mobile Phone and devices will be switched off or switched to ‘silent’ mode, Bluetooth communication should be “hidden” or switched off and mobile phones or devices will not be used during teaching periods unless permission has been given by a member of Leadership Team in emergency circumstances.

· If members of staff have an educational reason to allow children to use mobile phones or personal device as part of an educational activity then it will only take place when approved by the Leadership Team.

· Staff should not use personal devices such as mobile phones or cameras to take photos or videos of learners and will only use work-provided equipment for this purpose.

· If a member of staff breaches the ACE’s policy then disciplinary action may be taken.

Designated Safeguarding Officer:
· The Designated Safeguarding Officer is trained in specific online safety issues. Accredited training with reference to child protection issues has been accessed.

· The Designated Safeguarding Officer can differentiate which online safety incidents are required to be reported to CEOP, local Police, Designated Officer, Local Safeguarding Children’s Board, social services and parents/guardians; and also determine whether the information from such an incident should be restricted to nominated members of the leadership team.
Possible scenarios might include: 
o Allegations against members of staff. 
o Computer crime – for example hacking ACE systems
o Allegations or evidence of cyber bullying in the form of threats of violence, harassment or a malicious communication. 
o Producing and sharing of Youth Produced Sexual Imagery (YPSI)
· Acting ‘in loco parentis’ and liaising with websites and social media platforms such as Twitter, Instagram, Snapchat and Facebook to remove instances of illegal material or cyber bullying.

Learners:
· [bookmark: _Hlk114513748]Are required to use ACE’s Internet and computer systems in agreement with the terms specified in the ACE’s Acceptable Use Policies. Learners are expected to sign the policy to indicate agreement, and/or have their parents/guardians sign on their behalf.

· Learners need to be aware of how to report online safety incidents, and how to use external reporting facilities, such as the Click CEOP button or Childline number.

· Learners need to be aware that ACE’s Acceptable Use Policies cover all computer, Internet and mobile technology usage within ACE, including the use of personal items such as phones.

· Learners need to be aware that their Internet use outside of ACE on social networking sites such as Instagram is covered under the Acceptable Use Policy if it impacts on ACE and/or its staff and learners in terms of cyber bullying, reputation, or illegal activities.

Learners Use of Personal Devices
· Phones and devices must not be taken into examinations. Learners found in possession of a mobile phone during an exam will be reported to the appropriate examining body. This may result in the learner’s withdrawal from either that examination or all examinations.

· If a learner needs to contact his/her parents/carers they will be allowed to use an ACE phone. 

Parents/Carers are advised not to contact their child via their mobile phone during the school day, but to contact ACE.

· Children and young people should protect their phone numbers by only giving them to trusted friends and family members. Learners will be instructed in safe and appropriate use of mobile phones and personal devices and will be made aware of boundaries and consequences.

Parents and Carers:
· It is hoped that parents and guardians will support the ACE’s stance on promoting good Internet behaviour and responsible use of IT equipment and mobile technologies both at ACE and at home.

· ACE expects parents and guardians to sign the ACE’s Acceptable Use Agreement, (AUA) indicating agreement regarding their child’s use and also their own use with regard to parental access to ACE systems such as extranets, websites, forums, social media, online reporting arrangement, questionnaires and the VLE.

· ACE will provide opportunities to educate parents with regard to online safety through the ACE’s website and the availability of this document on request.

Other users:
· Other users such as visitors, or wider ACE community stakeholders or external contractors should be expected to agree to a visitor’s AUA document specific to their level of access and usage.

· External users with significant access to systems including sensitive information or information held securely under the Data Protection Act should be DBS checked. This includes external contractors who might maintain ACE’s domain name and web hosting – which would facilitate access to cloud file storage, website documents, and email.
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